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the digital economy and facilitated a myriad of tools, applications, and platforms used by citizens, 

-

ernments have done much over the past two decades to reassert their sovereignty in cyberspace, the 

complexities of regulating technologies that have little regard for geography continue to shape debates 

over Internet policy and governance. The relationship between national governments and Internet 

intermediaries constrains what a majority of Internet users are able to do on the Internet; only a rela-

tively small cadre of users has the motivation and technological ability to overcome the technological 

limitations put into place by governments. 

-

needed to enforce local laws. The limited ability of governments to hold sway over foreign companies 

-

mestic alternatives control the market, giving the authorities the ability to enlist the help of intermedi-

that ran afoul of lese majeste laws, while these videos remained available elsewhere. Agreements 

in Germany and France, including hate speech and content related to Nazis. These agreements have 

will gain access to the locally banned information—but offer an imperfect solution to a hard problem. 

and to secure user information housed in overseas servers will continue to strain this uneasy and 

where these other two options fail. For countries around the world, the Internet has always been and 

will continue to be opt-in politically and socially. In terms of physical infrastructure and architecture, 

it continues to be opt-out; by default everything passes through the network unless measures are 

taken to create limits. Fortunately, there is a strong incentive for most countries to continue exchang-
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ing information across borders using standard Internet protocols, which has limited the moves toward 

balkanization. 

International power dynamics are impacted by the decisions of consumers and the ability of compa-

stance of openness while also avoiding most jurisdictional problems and having access to user infor-

more online speech, accepted anonymous and pseudonymous speech, and permitted viewpoints that 

-

ly and comprehensively enforced national standards on acceptable speech. There continues to be a 

1 which has provided additional protection for many Internet 

users from their own governments.

The constantly evolving unilateral and bilateral arrangements between countries and companies de-

termine most of the rules and standards for what passes across borders on the Internet, where servers 

with user data reside, and where company personnel are situated. Another complex set of policies 

and decisions are made at the international level that fall under the rubric of Internet governance. The 

set of issues cobbled together under this umbrella term generally includes the allocation of domain 

names, technical standards, and other areas related to technical coordination, and typically encom-

others. There is disagreement about the proper scope of Internet governance; some advocate for a 

narrow conception while others argue that it should include consideration of human rights as well as 

social and economic issues. 

These Internet governance institutions are buoyed by the principles and practice of a bottom-up 

perspectives into an integrated decision-making process that enables consensus building around 

complex technological issues and brings to bear decentralized expertise. At its worst, multistakeholder 

heed to the interests of the broader global Internet community. This set of institutions and policies 

have held together and functioned reasonably well through the years despite unending criticism over 

the dubious legitimacy of the organizational structures by the standards of international law and weak 

mechanisms for ensuring accountability to the global Internet community. The system has sought le-

the imperfections of these governance institutions have been laid bare, it is not clear whether there 

The past year represents in some ways an existential crisis for Internet governance and its roots in 

-
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make decisions of international import, and also a critical thread of comfort for those who worry that 

authoritarian governments will co-opt Internet governance in order to water down existing standards 

of openness and provide political support for greater content restrictions). 

-

-

leased a statement on the future of Internet cooperation, warning against balkanization and calling for 

a sustained multistakeholder effort to address Internet governance issues.

on multistakeholder governance.4

-

the future of Internet governance. 

-

the merits of the multi-stakeholder model. The debates over legitimacy, principle, and practice in the 

coming year are destined to be impassioned. If the past serves as a reliable guide for the future, we 

should expect to see a mixture of unilateral, bilateral, and multilateral arrangements cobbled together 

perfect, this ad hoc legal, social, and physical architecture has fared remarkably well. 

 

Notes
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The Rise of Information Sovereignty

-

together. The logic behind such arguments is compelling. Technology has enabled citizens to create 

and join communities based not on geography, but on shared interests and ideologies, thus threaten-

transition, re-asserting their authority and legitimacy, globalization inevitably means the end of the 

nation-state as we know it.

At the same time, states control the telecommunications infrastructure that enables global connec-

within its territory in a number of ways, including simply disconnecting its national communications 

government-operated global surveillance apparatus, demonstrate just how vulnerable the web is to 

state control. Given the ease with which states can control access to the web, what is stopping gov-

1

the OpenNet Initiative concluded that more than half a billion users—over a third of all users then on 

 This does not include various measures to enforce 

copyright, prohibitions on hate speech, prohibitions on extremist propaganda, prohibitions on child 

pornography and exploitation, prohibitions on sales of controlled substances, or prohibitions on online 

gambling, all of which are enforced by a range of democratically oriented governments. 

Monitoring, in particular, is an increasingly powerful means of asserting control over Internet-based 

communication. As more and more communication moves into the realm of the digital, government 

capacity to monitor private communication of all types increases. The digitization of information that 

among the most effective ways of controlling behavior.

Internet browsing and communication changes drastically when one thinks the government is watch-

ing.

Increasingly, both democratic and non-democratic governments are exploring ways to control access 
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to the Internet without losing legitimacy and, ultimately, power. For some states, access is only re-

criminals, as well as cracking down on copyright violations.

-

mechanisms allow for greater control over digital communications than was previously asserted over 

-

-

Notes
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Boundless Courts and a Borderless Internet

-

panies have structured their operations in a jurisdictionally conscious manner to avoid contributing to 

human rights violations. Today, Internet companies service customers in some markets from servers 

protections for civil liberties—in part to signal their compliance with rights-protective laws. 

Two recent decisions by courts in established democracies against Internet company operations sit-

uated beyond their borders, along with the controversy surrounding the implementation of a third 

-

vacy and free expression should other courts adopt their logic. 

-

another to collect evidence, among other forms of cooperation.

-

-

held that it possessed jurisdiction over Google based on its sales of advertising to residents of the 

Google on this base, but it nevertheless ruled that it could properly impose a worldwide jurisdiction 

against Google on the facts of this case, as the aggrieved company and the alleged counterfeiters had 

-

-
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-

tion has yet been taken against Google in this regard, but the possibility of further legal or regulatory 

action looms.

wield extraterritorial powers responsibility, what happens when courts in countries that ignore the 

-

heads of states should be banned worldwide, and that they rightfully possess the jurisdiction to do 

result would be to reduce content on the Internet to the lowest global common denominator, or to 

balkanize the Internet into a set of regional networks within which local, rather than international, 

standards on digital searches and content suppression would prevail.

The current practice of the leading Internet companies to respect assertions of jurisdiction by govern-

ments within whose borders particular data is stored, or whose top-level domain graces a particular 

site, is not a perfect state of affairs. That said, it is far superior to a world in which governments ev-

erywhere can make demands of companies anywhere, backed up with the threat of sanctions against 

that are inherently extraterritorial—given their potential to be abused beyond their national borders.
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The Great Firewall Welcomes You!

微信 -

For over 100 million mobile users in the rest of the world, a highly polished user experience, celebrity 

before.

front gate, knocking on the door, and asking to be let in. Just as you might expect with a service 

-

them is vulnerable to surveillance and censorship. 

censorship keyword lists can vary by geography.1

-

-

messages and the fact that you are participating in that group chat are communicated to servers 

The third concern is that this type of service can be used for wholesale extraction of data and inser-

Android has full permission to activate microphones and cameras, track your location, access your 

address book and photos, and copy all of this data at any time to their servers. These types of ca-
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-

war food chain.

-

-

For those of us in the global community who care both about ensuring that all humans can be more 

interconnected and provided free, unlimited access to knowledge, while also ensuring their privacy 

and dignity is protected, these are primary issues we must study, understand, and take action on. 

panopticon.

Notes
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Toward an Enhanced Role of Academia in the Debates About the 

Future of Internet Governance—From Vision To Practice 

Academics, academic institutions, and academic values have played a key role in the development 

logical layer consisting of technical standards and protocols. Indeed, it is impossible to imagine the 

early approaches to and initial modes of Internet governance, and have shaped its evolution since 

1

The contested policy debates that currently take place across various national and international fo-
4  to name 

just a few—suggest that we have arrived at crossroads in the debates about the future of Internet 

-

its commitment to contribute systematically and from diverse perspectives to the Internet governance 

next-generation Internet governance model—a role that builds upon past contributions but is also 

based on a generalized vision and strategy regarding the importance of academic research, facilita-

should embrace.

boundaries of law as a discipline) into an academic discipline in its own right, with emerging research 

-

shift, the increased diversity in terms of gender, orientation, and geographic representation, the com-
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for coordinated and sustained academic collaboration on issues related to Internet governance that 

we should harness, adding perspectives from other domains, incubating alternative approaches and 

models, and re-energizing the great work previous generations of academics have contributed. 

It is not only opportunity, but also increased and pressing need that calls for a renewed commitment 

of academia based on a broader vision and strategy concerning its future role in the global debates 

about the future of Internet governance. It is commonly understood that the Internet now affects 

almost every aspect of life, that its governance has become more complex, and that the stakes are 

-

from surveillance to intellectual property) are manifestations of the importance of the Internet as 

the core information and communication infrastructure of the digital age. In such a contested and 

highly politicized environment, it is vital to build upon, expand, and accelerate past academic efforts 

developing global capacity. There is an increasing demand across all stakeholders for independent 

debates. It is well-positioned to play a constitutive role as we develop a new vision of a next-gener-

ation Internet governance ecosystem in a time when governance debates are often ideological, frag-

mented, and mostly interest-driven rather than evidence-based. 

At this critical juncture and in the light of new opportunities and pressing demands related to Internet 
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-

 

with focus on Internet and society issues from around the globe, including nine members from the 

-

tures, and engages many young as academics from diverse geographic backgrounds. As an evolving 

and learning network, it represents some of the key elements of the enhanced vision mentioned be-

fore, including the emphasis on institutional approaches and global capacity development, interdisci-

plinary research and building, systematic and sustainable engagement, and the engagement of new 

perspectives and talents. 

In addition to these structural elements, an enhanced role of academia also calls for a concerted and 

• 
-

• -

value conversations among Internet governance stakeholders, working towards consensus, good 

• -

demic community work together—in interdisciplinary teams and across departments, schools, 

and centers—to develop new institutional designs, experiment with new tools, and create new 

These three examples indicate not only the broad range of possible contributions, which together 

with other elements might serve as the foundation of a holistic concept of Internet governance, but 

also point to the different modes of academic engagement in the multi-faceted Internet governance 

building and practical training).

this institutional network in the current discussions about the future of Internet governance through 

a coordinated events series  and a research pilot  are intended as an initial step towards opera-

tionalization of the broader strategy and underlying vision as sketched in this essay. The Network 

aimed at deepening our understanding of the formation, operation, and effectiveness of distributed 

Internet governance groups. The research examines a geographically and topically diverse set of local, 
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national, and international distributed governance models, components, and mechanisms from within 

-

In parallel to weighing in on these and related conversations about the next-generation Internet gov-

ernance models and mechanisms, academia has a responsibility to re-envision its own future in this 

-

10

also depend on longer-term commitments by leaders in the public and private sector as well as open 

responsibility as we build together an Internet governance system for future generations.

Additional Reading

Notes
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Proliferation of “Internet Governance”

-

clusive label for the ongoing set of disputes and deliberations over how the Internet is coordinated, 
1

and administration of the technologies necessary to keep the Internet operational and facilitate the 

enactment of substantive policies around these technologies.

of law as instrument structuring an order in the public interest.

1. Functions of law

The functions of law crystallize in a system of rules and institutions that underpin civil society, that 

can be created by way of negotiation, imposition, and evolution. In cyberspace, the evolutionary as-

pect is of major importance since new concepts are developing, for example through the creation of 

responsibility, and other similar initiatives.

Law is able to regulate behavior, and it allows people in a community to determine the limits of what 

can and cannot be done in their collective interest. Law as a structural system is traditionally featured 

with coercive effect.  If law is properly implemented, its provisions can be enforced against the will 

4

bodies; thereby, the acceptability of legal norms increases if they are based on informal social stan-

dards that are derived from customary behavior of civil society.  

a variety of shapes with different effects; insofar the legal system is linked to other social sub-systems 

and executed through a framework of structural couplings. -

ered approach in norm-setting.

 the fact should be considered that architects 

-

ical and metaphysical, of all things human and all things superhuman, of all true manifestations of 

the head, of the heart, of the soul that the life is recognizable in its expression, that form ever follows 

-

tion. Therefore, when designing a global Internet Governance framework, the function of law has to 
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stabilization of normative expectations, a functional approach that bodes for the political design of 

Internet Governance should determine the normative order. 

but some elements remain the same, such as legal certainty, stability, and reliability. In times of fast 

developing information technologies, civil society is better able to rely on these principles in an infor-

mal law-making process and context than in the traditional legal regime.

-

pectations of civil society.

2. Increased dynamics through socio-technological developments

digitization, have caused advances that lead to widespread social change.  These advances need to 
10

that they are achievable from a cultural perspective. 

and its modalities, which can be differentiated into socially-mediated modalities and environmental 

modalities. Thereby, the regulatory authority called upon to settle a regulatory disruption may choose 
11 

-

available, realistic, workable, and interwoven easily with all aspects of social life.

ethics).  Therefore, regulators have to take into account the assessments of network engineers and 

communication theorists pointing to the vital function played by environmental layers in communica-

tions networks even if such approach leads to a complex structural matrix.

14 -

implementation of these broadly framed goals; 4) continuous feedback provided from local contexts; 

-
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of civil society actors either as agenda setters or as problem solvers is normally indispensable. A prob-

-

tutions. Additionally, the foreseeability and the predictability of legal norms are low, and a link to the 

international legal setting is missing.

-

3. Rule making in favor of open society

-

 The aims of this openness—evolving in a perpetual process of attempts to ameliorate and 

correct errors—are the preservation of individual freedom as well as the ideal of political-ideological 

pluralism. Openness and acceptance of other approaches and solutions for problems should be avail-

able, leading to a comparative environment and allowing the best alternative to establish itself.  

discovered and previous involvement processes could be ameliorated.

-

ions. This transparent scheme would allow widespread involvement of participants with different 

-

cesses being directed to new social and environmental horizons.  This kind of involvement is partic-

 The relation between the freedom and the aforementioned three appearances of human 

environment. In preparing norms it is important to understand the level of freedom and its sources, 

-

tween the diverging interests.

the security-industrial complex applying extensive surveillance measures—including by co-opting 

and lobbying power, mostly obscured from public gaze, might increase over the coming decade and 

thereby cause serious threats to individual human freedoms in cyberspace.
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example encrypted songs or movies) and the implementation of the digital rights management by 

rightsholders. Furthermore, openness must be ensured on the private side by restricting dominant 

 A vigorous enforcement of the openness rules 

in order to maintain access to innovation is needed in times of increasing establishment of horizontal 

and vertical bottlenecks to distribution.

rights and an open Internet.

Openness of cyberspace corresponds to the principle that the Internet must be seen as a public 

sphere encompassing multiple publics with manifold interests.  From this perspective, openness 

-

network.

-

4. Appropriateness of multi-layer structure

differentiation necessary in the design concerns the facts and values of the underlying reality; this 

assessment leads to the distinction of descriptive and evaluative elements on the level of social norms 

layers; at the same time, it must respect diversity and pluralism in order to be commensurate with 

the respective level of integration. An important aspect of this movement is the acknowledgment of 

the need for increased cooperation when trying to achieve a multi-layer consistency. 

Multi-layer governance addresses normative guidance as to how relations between different layers of 

governance should be framed in a coherent manner, encompassing both analytical and prospective 

the different levels has a direct impact on an ideally coherent regulatory architecture of multi-layer 

 If common legal rights 

-

sential for the operation and effectiveness of law.
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part of the overall legal design, particularly if their weaknesses can be eliminated or at least dimin-

ished. These regimes have a certain place in a multi-layer structure, if developed with the objective of 

establishing an appropriate institutionalization, based on broad initiation and wide building support. 

and how non-sovereign bodies respond to multiple legitimacy claims in complex and dynamic regu-

latory situations. In relation to non-state or private networks and organizations, the governance em-

value maximization also needs to be supported.

• 
making than applied in traditional regimes; global interactions necessitate the establishment of a 

multistakeholder regime.

• 
sub-levels facilitate decision making by including the relevant persons and organizations in the 

process at the actual point of their respective concern.

• The ongoing processes of globalization and integration necessarily lead to an altered perception 

The described multi-layer concept also goes hand in hand with the increasingly prevailing multistake-

holder approach to Internet Governance.

into the decision-building processes and to lay the ground for the realization of the multistakeholder 

approach.

5. Improved quality of rule making

-

into account. The realization of these objectives calls for the implementation of the multi-layered con-

cept; a proper interaction of the different levels has a direct impact on an ideally coherent regulatory 

architecture. 

Irrespective of the implemented substantive legal principles for cyberspace, however, it is necessary 

not achieve the envisaged normative objectives. Three problems are particularly noteworthy in this 
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• 

is not irreconcilable with the existing framework.

• Another problem consists of the concrete drafting of new rules; if cyberspace actors do not un-

derstand the wording, compliance with the rules can hardly be expected or achieved. In other 

socio-technological environment, obedience by cyberspace actors is not facilitated.

• A third pitfall occurs if the law is framed in terms that have no apparent connection to what the 

cyberspace actors actually do. If the relationship between the demands of the rule maker and the 

behavior of cyberspace actors is not recognizable, rejection and non-compliance by cyberspace 

actors are likely, since the respective new rule does not appear to be established on the basis of 

a meaningful concept. Only meaningful and respectful laws will not encounter resistance from the 

As known from general law-making theories, an appropriate trade-off between simplicity and certain-

detail. As mentioned, another general observation consists of the acknowledgement that law should 

be embedded in a social concept and that law can hardly operate as a mechanism for controlling the 

behavior of cyberspace actors. Therefore, the purpose of a rule-making process should be to regulate 

functions and effects, not means.

-

6. Outlook

-

ers, while at the same time it must respect diversity and pluralism by developing normative guidance 

as to how relations between different layers of governance should be framed in a coherent manner. 

taking into account the multi-layered regime in the further proliferation of regulatory concepts. 

Notwithstanding the different perceptions of the various stakeholders in cyberspace, the principles 

agreed upon in the manifold fora need to be embedded into a comprehensible structure. This objec-

tive can be achieved if—apart from the technical operability—the legal interoperability is also im-

proved. Legal interoperability is the process of making legal rules work together across jurisdictions. 

given circumstances. In view of the increasing fragmentation of cyberspace regulation, efforts should 

be undertaken to achieve higher levels of legal and policy interoperability in order to reduce costs in 

cross-border business and to drive innovation and economic growth.
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Notes
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